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mﬁs"(ﬂ)‘ﬁ Abstract

UNIVERSITY

« A process and interoperation technique for using three modeling tools
(ORA, CASEAR III, and Pythia) has been demonstrated using the East
Africa Embassy Bombing (1998) as an example

« Qutline
— Approach
— Models

— Results
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mSON Approach

UNIVERSITY

« With respect to the suite of models available from CASOS, CSC, and
SAL the question of how data or information can be passed between
the models is unknown or un-proven.

« A Limited Discovery Experiment was used to explore the potential
interoperation between modeling techniques to determine if:

1) interoperation is possible,
2) various interoperation types can be applied

3) use of such interoperation would improve the overall analysis over
that provided by the models independently.

A case study approach was taken using a corpus of data about the al
Qaeda Bombings of the Embassy in Kenya.
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Approach

mESORGE

UNIVERSITY

« A single data source, the Anatomy of
a Terrorist Attack, was used as the . 8

input for the Demonstration Controls ?

e The information in the
document was fed into
the CASOS tool via

) Social Network
Automap and edited by AUrEEtriii : — Analysis with Meta
the analysts who used [ it ] o Matrix
read the data set Africa Embassy

Bombing R & Al Qaeda cell
RIS organization
structure
(Interconnections,
minos and maxos

* Outputs from ORA
were used to create
CAESAR Ill and Pythia
models

Probability profiles

« Analytical products were produced from the for COA analysis

three tools
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/(’SEORGE '
mSON Types of Interoperation

UNIVERSITY

« The basic proposition: Understanding of an adversary and analysis of
Effects based Courses of Action can be improved by using these
multiple models by exchanging information or data between them.

 Three types of interoperation have been postulated

— Human to human (Swivel Chair) (Human gains insights from model
1 that helps with the human set up or analysis of model 2)

— Data to Data (files can be exported from one model that can be
“read” automatically by another model under the direction of the
analyst)

— Automated Model to Model (Model can be connected over a
network and automatically exchange data as they are “run”)
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Z orce EXPEriment (Interoperation) Process
ms Example

1. Analyst sets up Automap and
Runs ORA generating Meta
Matrix and XML File for
CAESAR 3 and Pythia

2a. CAESAR Il analyst uses ORA
1. Meta Matrix file plus knowledge from Data
Data Set About . l P g
s.it:atieon, e?; Attributes Set to generate adversary
East organization models (lattice
Africa Embassy (NN plus CP net). Identifies
Bombing veta B potential communications links

, | for ISR
Matrix 2a. File
(Agents/

2b. The analyst loads ORA file
RoIes/Tag_k))

1. Adversary
— Structure,
Organization,
Dynamics

2b.
File (Agents/
Roles/Task/
Location)

into Pythia and refines the
model using ORA Meta Matrix
in Pythia

3. Analyst uses TIN to produce
probability profiles, comparing
COAs for selection.

4. COA is selected, planned, and
executed including ISR Tasking

5. Indicator data from ISR used to
update Data Set and Pythia for
on-going Assessment

.t-: 1T— 2a. Adversary
Organization
Dynamics

G N 3. Intervention
. /5% —— COA Probability
’ ‘ Profiles

------- U0IINd3aXx3 pue uold9|as ue|d ‘¥

5 Indicator data

______________________________________________
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osama_bin_laden

Step 1: ORA™™™
SN (agent to
agent view) for
East Africa
Embassy
B om b | N g muhammed_atef_(aka_abu_hats)

ayman_al-zawahiri

abu_ubaidah_al-ba

wadih_el-hage
mustafa_mohamed_al-fadhl

hamdam_khalif_allah_awad_iaka_ahmed_the_german)

khalfan_khamis_muha

fahid_mohammed_ally_m=alam

juliug_kiging-:-. abdel_rahman
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mohammed_rashed_daoud_al-owhali

fazul_abdullah_mohammed_{aka_harun_fazhl)
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GEORGE ORA Agents to Knowledge %

ali_mohamed

' intelligence_expertise .[,,Sama bin laden

hamza_al-liby
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.ayman_al-zawahiri

security_expertise '

al-liby
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3
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Step 1: ORA SN (agent to Task view) for East
Africa Embassy Bombing

khalid_al-fawmwaz

finance_suneillance

ali_mohamed hamza_al-liby mohamed_sadeek_odeh

education_and_training “
revien_sunreillance_files

establish_fishing_business

revier_files concerning_possible_attachs muhammed_atef (aka_abu_hafs)
establish_business
arrange_for_facilitation_and_deliverny
hold_press_confarence
L mfadib_el-hage
ayman_al-zamahiri
militarize_al-qaeda_east_africa_cell

brief_al-qaeda_nairobi_attack_cell

run_importfexport_business
acquire

final_reconnaissance_mission

ahmed_khalthan_ghailani jihad_mohammed_ali_raka_jihad_ali_azzam)

fahid_mohammed_al

purchase mohammed Yashid, daoud_al-owhali hamdam_khalit_allah_awad_{aka_ahme:

sheikh_ahmed_salim_smwedan

film_widedape_announcing maryrdom

khalfan_kkamis_muhamed

madify
mohamed_ode detanate
fazul_abdullah_mgfhammed_raka_haran_fazhl)

julius_kisingo

thraow

tranzlate
load_bomb_into

clean_of_evidence
lead_attackers_to_embassy .militarize

.g rind_tnt_for_car_bamb

@ a2t u_jihad



mESOHGE The Kenya Team

UNIVERSITY

The following command structure was inferred from reports (text)
and ORA meta matrix

Muhammed Atef

u Kenya

.‘"

Wadih el Hage
Fazul Abdullah Mohammed Abdullah Ahmed Abdullah
Abdul Rahman (Harun) (Saleh)

Jihad Moham
Mohamed Rashed (Azzam)
al-Owhali

212812013 System Architectures Laboratory 10



bﬁESOHGE The Kenya Team

ON

UNIVERSITY

« The same
representation in
CAESAR Il

N

kuhammed
Atef

v

5
I;I%
<G

%/
Fazul Adbullak
Ahdul kohammed Abdullah Ahmed
Rahman [Harun] Abdullah [Saleh]

L

Mohamed - Jihad
Fashed Daoud 13 Mohamed Ali
& - Dhali ' i&zzam)

) A
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hﬁee%ﬁ All Structures

UNIVERSITY

« Lattice Algorithm reveals all possible organizational structures (28) of
the Al Qaeda Kenya cell
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Mmlmum Muhammed Atef MINO #1
Interactions

{>ﬂ -@—f—0—f§ —0 Command

Between
Cell Members <:J
[ Wadih el Hage

<o

Fazul Adbullah Mohammed (Harun)

|

Abdul Rahman

|
|

whali

0—F—0
Jihad Mohamed Ali (Azzam) /
—

Mohamed Rashed Daou

Output to
the environmeht:
Bombing
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GEORGE

ON

UNIVERSITY

Adversary Model of Plan
(Based On SNA of Kenya Attack)

Model was created using Human to Human interoperation

Supplies and Leadership issues
Technology Execute Order (0)
acquired (0)

7

(08-0.98.0) (0.9,0.99.0) [0,9.»0.9.0)

L Laadegsi‘;ro s Funding Bomb production Bomb Maker
(ssues prepatory g~ i Available (0.05) Complete (0) evaculates
order (0) area (0)

(0.9-03.0)

~| Bomb installed
in vehicle (0.04)

4
~|Bomb Delivery
(0.5.-0.9.0) Executed (0)
Personnel e
Trained (0.11)
(0.9,-05:6)

0.8-0.9.0)

rainers
available
(0.05)

xecution
Personnel
Ready (0.15)

Personnel
Recruited (0.17)

Trainer
Evacuates area|
(0.09)

Probability Profile for COA 2 Bomb 1 130

Derived from events and their timing as described in “Anatomy”
The actors and their roles from the SNA and CAESAR 3 map to the events
h and g values assigned based on understanding of TIN

=" @m»Pomox;T

1.0

04

na

0.7

0.6

05

04

03

nz

0o

Bomb production Complete

" Personnel Trained

" Trainer Evacuates area

Bomb Maker evaculates area

Bomb Delivery Executed
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Z Adversary Model of Plan

GEORGE _
ON w/Blue Interventions

UNIVERSITY

A Probability Profile for (TINP) -- COA 2 test Bomb 1 130 all ... |- /|03

Blue Disables
Bomb (0)

Blue —
Eliminates Supplies and Leadership issues
Supplies (0) ~osoo Technology Execute Order 10
acquired (0.26) (0.5) o
7
0.9
— - — == — - — - -
3 0.g
issb::%?_;ﬂ’:fory 2 Bomb production| Bomb Maker !
.9.-0.9, Complete (0.14) evaculates I I I -
order (0.5) area (0.23) l I_
p 07
i
R I |
0O 086 '
B L
A DE -
Blue blocks B | |
funding (0) | '
0.4 1 | R
L | D
Bomb Delivery| | '
Executed ! 0.3 ! :
(0.17) T i '
'
¥ L — ,
02 ] | | :
I '
' '

xXecution
Personnel
Ready (0.5)

L

SAMIEENE
0.1 ‘|_‘—|_‘| _ﬂ.__h, HRR

00 10 20 30 40 50 B0 FO0 B8O 90 100 110 120 130 140 150

;
Trained (0.5)
Blue captures
bomb maker
(0)
0

TIME

5:Bomb production Complete

o
Trainer
Evacuates area|
B Blue Diables (0.5)
eliminates Vehicle (0)
Trainees (0)
3:Execution Personnel Ready

. Hypothetical Blue actions (as might be perceivedby | .-

12:Bomb Delivery Executed
the adversary) added

13:Trainer Evacuates area

" 14:Bomb Maker evaculates area
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z Model Created From ORA
N Analysis

L=adarship issues

Exmcute Order {
Funding Local Busess Surveillance Surveillance Targst Exente c 0
Lvailsble Eetablishad Equipment Conducted and [05-080) | Select=d (0:8)
{0.85) (0.9) Acquired Reviewed {0.83)
(0.885)

Falze Traye:
_ Documents Somb Makers {08,
Cr=at=d (0.95) (03-080 Evaculat= area] (08-090)

(0.57)

Materisls
acguin=d
{0.88)

\ 0

Final
Reconnaisance of

(03-0830)

Leadership

issues prepalony
order (1)

Bomb Transt L.
Vahicle acgquirsd [
{0.95)

: ‘ (08-0595.23 :
2 G J Bomb Delive;
Houss to build p o=
Ex=cut=d
bomb rent=d (C.83)
(0.88) . . (€.53)
(08-3 \ RIS

House Cl=aped
of Evidence
{0.92)

Trainer
Evacuat=s ar=a
{0.58)

ramners

Bomb makers available Cxacution
svsilsdl= (0.28) (2.55) e Parsznnel
Trained (0.89) 105-08,10) Ready (0.B5)
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B,ﬁasonee Demonstrate Potential

« The tools and the workflow
indicate that interoperation can
Controls ? provide a synergist set of
useful results

L BAS“ Characteristics about

Analyst

> Social Network the nature of the
Data Set About Analysis with Meta adversary
Situation, e.g. Matrix organization and

East
Africa Embassy

relationships

Bombing . - s Al Qaeda cell ISR TaSking for
iR —>§ _ organization the minimum set
\:_ structure (from-to and type) of
(Interconnections, interconnections for
minos and maxos the organization

\ What is the likelihood

§— Probability profiles of an attack and when
‘ for COA analysis What are the effects of
various intervention
strategies
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UNIVERSITY

Problem Definition

 Given
* Multiple Knowledge Representations
» Multiple Reasoning/Computational Approaches
 Modeling/Analysis Objective

— A set of questions to be answered by the analyses
performed on the computational models

« Solution

 ldentification of Model(s) and/or Combinations of Models that
offer insight into the solution space

 Workflow
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/E RGE - 1T
PLG ‘bil Problem Definition

UNIVERSITY

« Nexus Between Models

— What query can be generated in one model that can be answered
by the other?

— What are the overlaps among the models?

— How do we determine if the output of one is supported by the
output of the other?

— How do we identify gaps, inconsistencies, or incompleteness
(need for more information)?

« Workflow

— Given an analysis objective, what is the workflow (i.e.,
combination, interactions, and sequence of/between models)
that exploits the multi-modeling nexus in addressing the
objective?
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Engineering
System Models
E.g., Networks, CEM |, 7~

Social Network Models

v’
\J
\\

Data Set

Multi-Agent

Situational Influence Models Simulati
E.g., Timed Influence Net imulation
® Models
‘“.-.
J (4 o
(] ® ¢ []
i, (. i, =t 1 rs :
vl R(;Jrlsteol}/loogoilslssv Ontology v Organization
Temporal Models Models
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http://cs.gmu.edu/~eclab/projects/mason/2DWindow.png

©
= e Rule Models
= Ontologies

y NI-rs
Ontology v/,
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GEORGE Tvpes of Results Achieved
MASON yp

UNIVERSITY

* Better Model Construction by:
— Providing design parameters for the construction
* e.g., Social Network to Organization structure.
— Providing the structure (partially and/or completely)
* e.g., Social Network to Timed Influence Net.
« Model Validation
— Results from two models support each other
« Multi-agent model and Social Network simulation models.

« Enhancements to analysis capabilities of a model by employing
functionality from another

* e.g., Temporal analysis of Timed Influence Net modes.

* Construction of new models by embedding multiple models in a single
framework

* e.g., Organization and Communication models.
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GEORGE Conclusion
MASON

UNIVERSITY

« Three way interoperation between models has been demonstrated

— One tool and its model can assist in the creation of a different
model in another tool

« Used a combination of human ‘“swivel chair’ and data-to-data
Interoperation

« Process workflows are being developed.
 More effort needed to refine workflows and interoperation techniques
 Need to extend the approach to more models
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